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Panel Facilitators

Eric Kutner is a strategy, policy, and management consultant based in San Diego, California, 
who is very connected to Washington, DC. He deals with national security, innovation, science 
and technology, business, entrepreneurship, education, and more, and stresses the importance 
of networking,  relationship building, and collaboration. He serves on the Advisory Board of 
CCICADA (Rutgers University, half of a Department of Homeland Security Center of Excellence 
(DHS COE) and is the forner advisor to DHS COE START (University of Maryland). He has 
been in high-level cybersecurity, information sharing, cooperation, innovation, resilience, 
humanitarian assistance, first responder, civil military relations, and other policy circles. He is a 
Princeton University alumnus in physics.

Sean Scott is a general contractor, consultant, and award winning author who has spent over 36 
years in the construction and restoration industry. Most of this experience has been devoted to 
assisting individuals and families rebuild their homes and businesses after fires, floods, storms, 
earthquakes, and other disaster events. He has witnessed first-hand the physical, emotional, and 
financial challenges people face in the aftermath of disaster events and how easily survivors 
evolve into victims. He speaks on a wide range of recovery topics and shares key insight on the 
differences of being disaster resistant and disaster resilient.
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Abstract

On 14 September 2016, a half-day workshop was conducted at The International 
Emergency Management Society (TIEMS) Conference. The topic of that workshop 
was “The New Normal in Emergency Management.” An expert panel included 
representatives from the Department of Homeland Security, the United States 
Coast Guard, the United States Customs and Border Control, San Diego Harbor 
Police, plus community and business professionals. This white paper summarizes 
the proceedings and presents the panelists’ view on the topic of the “new normal” 
and how it relates to their daily operations.

Background

The International Emergency Management Society (TIEMS) conducts conferences globally. 
The most recent conference was held in San Diego, California, on 13-15 September 2016. The 
workshop conducted two separate sessions. Eric Kutner facilitated the first panel, which included: 
Chief Richard Barlow of the U.S. Border Patrol, San Diego Sector (Department of Homeland 
Security); Captain Joseph Buzzella, sector commander, captain of the port for the Coast Guard; 
and Ken Slaught, a retired Navy admiral and founder of San Diego Cyber Center of Excellence. 
Sean Scott facilitated the second session, and the panelists were: John Bolduc, San Diego Harbor 
Police chief; Jeff Segall, chief strategy officer for Ready Carlsbad Business Alliance; and Patricia 
Skoglund, principal consultant for Skoglund LLC.

New Normal in Interagency Collaboration

Catastrophic incidents such as the 9/11 terrorist attacks have demonstrated how the lack of 
interagency collaboration causes vulnerabilities and gaps in national security. The establishment 
of the Department of Homeland Security (DHS) in 2002 was specifically designed to drive policy 
and facilitate interagency collaboration. Fifteen years later, federal agency operational cultures are 
still working to get it right. However, over time, local, regional, and federal agencies have been 
and continue to work toward building meaningful, tactical partnerships. As an example of best 
practice, within the San Diego region, there is a working understanding that the mission is greater 
than any one agency. Because of that understanding, collaboration between agencies is necessary. 
Partnerships are an invaluable part of their preparedness and response toolkit for emergencies. 
Such relationships increase mission capacity.
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The San Diego region has unique security challenges that include: an international border; 
a commercial and U.S. Naval seaport; an international airport; other military installations; and 
high-density population, all co-located in a small geographic area. Regardless of these challenges, 
interagency collaboration has become essential as terrorists and crime organizations evolve. It was 
stated by Richard Barlow, chief of the United States Border Patrol, San Diego Sector (DHS), “We 
are dealing with sophisticated organizations, both criminal and economic in focus that are already 
working collaboratively…. The new normal isn’t one agency working by itself, it’s a coordinated 
effort across the board. We can’t do it all by ourselves. It has to be a truly integrated effort amongst 
all partners.” This sentiment was echoed by many of the panelists. With this growing necessity to 
build resilience, the whole community approach is becoming a reality.

New Normal in Public Engagement – Business Alliances Working With  
Civil Services to Increase Resilience

Despite the outreach for new partnerships, panelists in both sessions mentioned the challenge 
of public engagement in disaster preparation. Business leaders, such as Jeff Segall, from the 
Chamber of Commerce in Carlsbad, California, are trying to change that by setting examples on 
how to get companies engaged in disaster preparation. The Ready Carlsbad City Alliance (RBCA) 
was created through the state’s Chamber of Commerce in 2011 to, “promote business emergency 
preparedness, continuity of operations and community recovery through services, educational 
programs, and cooperative partnerships.” The alliance is trying to fight the public misconception 
of, “It won’t happen to me.” Inspired by FEMA’s “Whole Community Approach to Emergency 
Management,” RCBA established three Community Emergency Response Teams (CERT) and 
created regular conferences between the Carlsbad Chamber of Commerce and the City of Carlsbad 
to strengthen partnerships. The Federal Emergency Management Agency (FEMA) recognized the 
RCBA in September 2016 for its efforts in preparing the whole community. The Carlsbad business 
community sees the benefits of being part of the RCBA, not just from networking, but also in its 
continuity of operation planning (COOP) and partnerships with city agencies.

Social Media Outreach – A Part of the New Normal

With the advent of smartphones, interconnectedness through social media has become sewn 
into the daily fabric of western culture. Communications between civil authorities and the public 
traditionally has been top down: from the government to the public. With the advancement 
of telecommunications, government agencies recognize the opportunities for information 
dissemination. The County of San Diego now uses social media platforms and text messaging 
(SMS), in addition to television and radio, to inform the public of hazards affecting its communities. 
The new normal for government agencies is to share information both top down and bottom up.

When local authorities are overwhelmed, they may have limited situational awareness. In these 
scenarios, business communities and members of the public can help via social media or trusted 
internet platforms. Where communication networks are operable, utilizing the larger population to 
gather information and assess situations can provide critical real-time situational awareness.
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The challenge in taking advantage of the public media is to establish a platform that is relevant 
to both the public and the government. Raven is one tool that provides a means for businesses 
and emergency operations centers to communicate situational awareness information. It allows 
communication and mapping updates between companies and with the community in real time. 
Businesses near a disaster can send updates on their situations to inform their customers and the 
public that they are open and operating.

Facebook, Twitter, and other social media allow users to send pictures, comments, and emojis 
to their personal contact networks. However, intelligent use of social media provides more of a 
conversation and a sense of inclusion to community members that government and emergency 
response agencies can use to help resolve emergent situations.

Another prime example of using social media intelligently is demonstrated through Dr. Eric 
Frost’s San Diego State University Viz Center’s Ready Strong software. The Ready Strong program 
works using emerging technologies, innovative back-end processing, and operational needs specific 
to disaster response. It provides a secure environment in which various stakeholders – public, 
private, government, and civilian – can share documents and images in real time, with collaboration 
supported through robust video conferencing and chat rooms. Social media data-mining efforts, geo-
location technology, and open-sourced media assemble the most accurate picture of a disaster so 
decision makers can be ready with critical information. By having programs such as the Viz Center, 
the convergence of technology, community, and relationships, can quickly become the new normal 
in intelligent social media.
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Challenges Getting the Public Attention and Encouraging Self-Reliance

Although there are several ways to reach the public through social media, several panelists 
mentioned that the challenge is to get community members to engage in a way that will actively 
prepare them for disasters. Although emergency response courses are available to the public, several 
panelists from the private and public sectors commented it was difficult to get the community 
members to attend, because many people do not believe they will be directly affected by disasters. 
In consensus, emergency managers are resigned to the idea that it will only take a major disaster 
for any significant community engagement to occur. Consequently, by then, it would be too late.

Compounding the problem of people believing that a disaster would not affect them is the 
false understanding that, if a disaster were to impact their lives directly, then the local, state, 
or national government would make saving them a priority. Unfortunately, this is not the case. 
Government areas of responsibility and immediate priorities are critical infrastructures. The harsh 
reality is that most public and small businesses do not fit within this area of responsibility and will 
be left to fend for themselves for some time. The public needs to be aware of this reality and be 
accountable for its survival in the initial stage of the disaster. This concept is key because, if the 
whole community plans on self-reliance, then each stakeholder can contribute to the success of 
the overall response (Skoglund, 2016).

New Normal in Cybersecurity

Cybersecurity threats to critical infrastructure have been a looming concern to federal, state, 
local, and private agencies for the past several years. Despite those fears, societal reliance on 
digital communications is pervasive and currently unavoidable. Unfortunately, the pace at which 
information technology is evolving is far outpacing the nation’s ability to deal with the implications 
of its use and its defense against it. Ken Slaught, a retired Navy admiral and founder of San Diego 
Cyber Center of Excellence, was a key contributor to the discussion regarding the new normal in 
cyber technology and its impact on security and emergency management. The following section 
reviews the highlights of his comments.

If Communication Is Digital, Someone Will Find It

One of the new normals specific to cyber technology and security is the almost daily reminder 
that anything in electronic writing will re-surface if someone wants to find it. Seemingly every day, 
hacking affects a new celebrity or politician’s emails. Recent examples being the email hacking 
of the former-Joint Chief of Staff Colin Powell (Blake, 2016), and the Democratic National 
Committee computer system (Rappeport, 2016). In the current cyber environment, hacking can 
occur with almost any sort of database. It has unfortunately become so common that, unless an 
attack cripples infrastructure, they are not likely to attract the public’s attention.
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Cybersecurity Funding Is Not a Problem, but Strategy Is

Almost all areas of homeland security have had budget cuts except for cybersecurity. In fact, 
cybersecurity budgets are escalating quickly. President Barack Obama’s FY2017 budget proposal 
requested $19 billion dollars for cybersecurity, which is a 36% increase from FY2016 (Volz, 2016). 
Major banking companies’ cyber budgets are also ballooning. For example, J.P. Morgan and Chase 
doubled their cybersecurity budgets from $250 million in 2015 to $500 million in 2016. Bank 
of America spent $400 million in 2015 on its cybersecurity (Morgan, 2016). Companies throw 
money at a moving target, but the threat still exists. Meanwhile, the public and private sectors 
are combating the threat separately. The Department of Defense (DoD) justifies this approach by 
stating that national defense security data needs are separate and unique. RADM Slaught, USN 
(Ret.), disagreed saying, “Critical national data protection is not just DoD’s problem. Banks and 
telecommunication companies have critical data that also need protection. Data such as personal 
and intellectual property is part of the critical economic infrastructure. Today, the data between 
DoD and private sector might be different, but the needs are the same and the consequences of loss 
are just as damaging.”

Slaught provided three suggestions to address what he considers the new normal in national 
cybersecurity threats:

1. Communicate – Federal agencies are not communicating or helping each other with 
regard to cybersecurity. Almost every federal agency has to figure it out for itself. 
Strategy needs to be communicated at the highest possible levels.

2. Organize – There is no single voice in charge of a cybersecurity strategy at the 
national level, and thus there is no unifying national effort to get behind. The 
Department of Homeland Security’s Cybersecurity Framework has suggestions 
and standards, but no strategic vision. The question then becomes, “How do we get 
ahead of the next big crippling attack?” The key is to stop playing defense and start 
playing offense. Get ahead of the next attack before it happens. Develop technology 
to decipher and predict it. Technically, it is possible, but currently, there is no effort 
to make it occur in a coordinated way.

3. Train – This may be the easiest piece, but leaders must inform the country to 
understand cybersecurity and its implications. By raising the situational awareness 
of citizens, it brings technology to bear, and it will likely mitigate the consequences 
of an attack.

Vulnerabilities in Current Security Platforms and Quantum Computing

Although there is a need for a national strategy in cybersecurity, there are concerns about 
whether national standards, if implemented, would also create larger risks to public and private 
companies. If they have the same security frameworks, it could allow them to be exploited by the 
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same threat. The Cybersecurity Framework suggests standards, methodologies, and procedures 
to align policy and approaches to cyberthreats, but agencies and private operators can voluntarily 
adopt them or not. As it is now, several security professionals see the different individual strategies 
between agencies and private operators as strengths. The diverse approaches between public and 
private sector may prevent one hacking method from affecting a broader range of victims, but that 
viewpoint may change as computer processors evolve.

Today, the vast majority of computer processors rely on reading sequentially binary (a series 
of zeros or ones) codes for programs and encryption. Slaught considers it only a matter of time 
when quantum-based computing will make current encryption technology obsolete. The reason 
being that quantum computers have the ability to process or “guess” every possible encryption 
code at the same time (as opposed to sequentially). Being able to solve any encryption almost 
instantaneously renders current encryption methods obsolete. Several companies are exploring 
quantum computing. According to IBM, there may be practical computers with quantum processors 
within the next 5 to 20 years (Wadhwa, 2015).

With the same technology come new methods in cryptography, which employ quantum key 
encryptions that can only be used by intended recipients. In a positive way, this cryptography 
creates a new level of security (Brown, 2016). On the negative side, the imminent challenges with 
developments in quantum computing will be their implementation in cybersecurity. For full agency 
protection from quantum hacking, every level will need to be using quantum cryptography, but it 
is not currently feasible to field quantum computers at any level except the highest. It will likely 
take decades for every employee across the lowest levels to have quantum computers available to 
them. Because of that, the threat of quantum computing to existing systems may become a larger 
threat as state and non-state actors attempt to employ them.

Left to right: Eric Kutner, Captain Joseph Buzzella, Chief John Bolduc, Ken Slaught, Jeff Segall, 
Sean Scott, Patricia Skoglund, Brieanna Murphy, Martin Masiuk
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Major Attacks Are Likely

The last area of consideration is the absolute certainty of a major cyberattack, the economic 
impact of which has not been conveyed to the public. The question is, “How do we get the 
attention of the nation and how at risk are we?” The answer may only lie in a severe crippling 
attack. The public may not believe that one will occur anytime soon. However, executives at 
Hewlett Packard think a devastating cyberattack with historic proportions is likely to happen in 
the next five years (Lee, 2015). Unfortunately, something of that scale will likely be necessary to 
get everyone’s attention. The loss of information and fraud is only one impact from hacking. If a 
computer attack hits critical infrastructure, the economic impacts cascade and could be staggering 
over the long term.

Lloyds Emerging Risk Report in 2015 proposed a realistic hacking scenario that targeted an 
energy company in the Northeast United States. An attack targeted 50 generators, taking them 
out of service. The computer attack scenario removes all power supply for three days and takes 
two weeks to regain over 90% regular service. The study estimated 93 million people would be 
affected. Based on the primary effects it would have on public health, trade, consumption, water 
supply, transportation, communication, and tourism, an estimated $243 billion would be lost over 
the following five years. Also, they determined likely insurance claims from $23 to $71 billion in 
worst-case scenarios (Ruffle, 2015).

The Next Normal

The “next normal” suppositions need to be planned to discuss challenges emergency managers 
will encounter and establish new coordinative measures between the public and private sectors. 
To meet FEMA’s desired whole community approach, local, state, and national agencies as well as 
business leaders must take the lead to establish these processes.

Cybersecurity

If quantum computing is the next evolution in computers, then a global “arms” race in 
information technology could be expected that will test the interconnectedness that people have 
come to expect in their daily lives. As a result, more extensive data and security breaches are 
likely to occur, on a scale that will change critical infrastructure. The next normal could include 
quantum cryptography that drives users to maintain critically secure databases offline. Also for 
consideration, the convergence between terrorist organizations and cartels would employ quantum 
computers to commit their acts.

Maturing the Whole Community Coordination

The standards in interagency communication and coordination have matured over the past 
decades so that every agency level has some level of coordination in its emergency operations 
plan. The next stage for coordination should extend to the larger businesses, which may not be 
critical to infrastructure but may impact responses if their business continuity plans (BCPs) or 
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lack thereof interfere with disaster response. For example, big businesses need to determine their 
evacuation routes. If a disaster hits and the owners decide to let everyone depart, the traffic could 
suddenly interfere with evacuation orders or the ability of first responders to get to the incident.

EOCs also need to have better situational awareness regarding the large businesses’ EOPs. 
If an EOC can coordinate with more major companies in the early phases of a disaster, then the 
EOC and companies can coordinate to let people depart, but change the transportation pattern 
away to limit gridlocks and avoid confusing the flow of evacuation routes. Currently, there is no 
accountability for large businesses on their disaster responses. In turn, these businesses may need 
to know when to activate their EOPs, so they also need information from the government to make 
the most informed decision regarding their employees. Currently, that information exchange does 
not occur in the first phase of disaster response. Creating a step to include other large businesses 
within the process of coordinating with private critical infrastructure operators may help alleviate 
confusion (Skoglund, 2016).

The County of San Diego Office of Emergency Services is beginning to address this problem. 
It has designated county-level business liaisons positions at the County of San Diego EOC. They 
have also established point of contact lists that cover large retailers, financial institutions, and 
fuel suppliers, from which the business liaison will gather information to inform where gaps in 
essential supplies exist so the county can focus its points of distribution efforts. As these positions 
have been recently established, the roles and responsibilities are likely to evolve (Davis, 2016).  

Conclusion

One definition of resilience is, “The ability to prepare for and adapt to changing conditions and 
withstand and recover rapidly from disruptions; includes the ability to withstand and recover from 
deliberate attacks, accidents, or naturally occurring threats or incidents” (White House, 2013). The 
need to maintain resilience is constantly changing, but the main tool that creates an interwoven layer 
of strength brings the whole community and region closer is the collaboration between public and 
private organizations. The chance to solve the problems are there, and it is the choice of local and 
regional leaders to reach out and cement new partnerships shown in the examples demonstrated by 
the agency commanders in San Diego who have come to rely on each other to achieve the mission.

The next layer of defense and resilience depend on the private businesses and the leaders in 
the Chamber of Commerce. Tools for these businesses can be found in models like the RCBA. 
Next is the focus on the communities themselves and changing the public culture of reliance. 
The communities must realize their government cannot do everything alone. Businesses and 
members of the public have to, as a community, become stronger and more self-reliant, and take 
responsibility for themselves. When community members take responsibility for themselves, then 
the government agencies’ capacity to respond to disasters is multiplied, creating a new normal that 
includes resilience.
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Draeger, Inc. – Be prepared to handle any situation.

Draeger is proud to join DomesticPreparedness.com in sponsoring this important 
workshop on The New Normal, as securing the country against hazards and threats has 
never been more challenging.  

Draeger has a long-standing history of protecting those that serve and safeguard their 
communities. Regardless of the challenges, Draeger offers an extensive line of personal 
protection and detection products that helps ensure safety on both land and at sea.

For over 40 years, the U.S. Navy and Special Ops teams have come to rely on Draeger 
for breathing protection equipment, including diving apparatus. Draeger also pioneered 
gas detector tube technology and continues to offer an extensive range of portable gas 
detection instruments and monitors. When combined, the personal protective equipment, 
breathing apparatus, and detection devices offer a complete solution for overcoming a 
variety of CBRN and HazMat events. All products are backed by professional training, 
service, and support points worldwide.

For more information, visit www.draeger.com.  
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