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FOREWORD

There has been an explosive growth in biotechnology, and a greater
knowledge of genetic engineering is spreading throughout the world. The tools
used and experience required for bioengineering organisms that were once the
province of experienced researchers and scientists are now routinely used in
undergraduate and even high school biology classes.

What makes the biothreat significant is the fact that it is multidimensional,
it transcends domestic and foreign policy, and it presents an element of
surprise. Although there is little evidence of state or non-state actors developing
biological weapons, there certainly are a lot of general biotechnology
developments. Many competent scientists now have the ability to create
bioweapons relatively easily. Even a small-scale biological attack would likely
overshadow other domestic and international incidents, and promote social,
economic, and political upheavals.

The United States faces several challenges, including a lack of reliable
international public health efforts, perceived threats, and vulnerabilities as a
nation. It is not possible to terror-proof the nation and those who wish to do
harm are willing to adapt and will attempt to overcome any countermeasures
that are implemented. Health resources, surveillance systems, epidemiological
expertise, and laboratory networks must be integrated with healthcare,
emergency management, law enforcement, national security systems, and others
to be able to rapidly share information and communicate across sectors, both
nationally and internationally.

Although difficult and expensive, consequence management and a new
infusion of energy and support must be pushed to the forefront. DomPrep has
taken steps in that direction by: (a) using a survey to solicit feedback from
emergency planners, responders, and receivers, as well as the general public;
and (b) bringing together subject-matter experts to discuss the survey results
and address concerns related to biothreats.

Of the surveys that were sent out, 572 members of the general public
and 577 DomPrep readers, who represent professionals within the emergency
community, replied by completing the survey. As Matthew Kozey, principal
research analyst in the Security, Energy, and Environment Department of
NORC at the University of Chicago, pointed out during the briefing, “the data
are unweighted, but nevertheless instructive.”

The biothreat topic is important not only for the actual risk of attack, but
also the perceived risk. To be sufficiently prepared, a balance must be reached —
for security, technology, and situational awareness.

Major General Stephen Reeves, USA (Ret.)

Former Joint Program Executive Officer
Chemical and Biological Defense for the Department of Defense
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SUMMARY

In recent months, nonbiological threats dominated the public
media — al-Qaida, lone wolves, bombings, hurricanes, tornadoes, school
shootings, and the list goes on. After 9/11, many security gaps were
closed because of investments and changes — for example, Operation
Noble Eagle.! Other events, like the bombings at the Boston Marathon,
exposed vulnerabilities that make the nation more susceptible to
attack because some gaps cannot be closed; special events like the
marathon will continue to take place.

Biothreats are unique in that they can be intentional, natural, and/
or perceived. Because the validity of any particular attack is based
on the last attack using the same method, many people may consider
the likelihood of a biological attack lower since no recent biological
attacks, such as the ricin letters, have been successful in inflicting harm
on their desired targets. There are two main views about what such
threats will become in the not too distant future: (a) biotechnology is
becoming more powerful, available, familiar, and decentralized, so the
threat is expected to grow; (b) there is a lot of uncertainty about the
future development of biotechnology due to complex social, economic,
scientific, and technological factors that shape the biotech innovations
and their applications.

Participants at the DomPrep Executive Briefing agree that biological
agents pose a huge threat to the nation. From the ricin letters to the
new strain of influenza in China, the threat is great, but the information
about, and publicity of, such events is minimal. Major General Stephen
Reeves, USA (Ret.), former joint program executive officer for
chemical and biological defense for the Department of Defense, described
the imminent threat by saying that, “We are one microbiologist away
from a biological attack.”

Input from participants at the briefing as well as the survey results
suggest a real and present threat that could occur at any time and
in any place. This report discusses the threat, efforts to address
the threat, environmental surveillance and detection, costs, and
priorities; and summarizes results from the nationwide survey on
biodefense awareness.



From those results, DomPrep has derived five key findings that
must be brought to the attention of policymakers at all levels
of government:

L.

II.

I1I.

Iv.

Advances in technology have enabled persons with
relatively little scientific knowledge to develop bioweapons
easily and inexpensively by changing the route, state, or
size of the particles.

Public health laboratories are ready, willing, and equipped
to work with responders and other agencies to rapidly
detect and identify potential biothreats before they spread
to other populations.

A single perfect tool does not exist for detecting biothreats,
but there are current tools that can be enabled or reallocated
now to provide better protection than what is currently
being used.

Although the lifecycle cost of a biological attack is
unquantifiable, there is sufficient evidence that such an attack
would overwhelm a city, thus requiring an effective business
model with careful supply chain management.

Three key priorities should be considered when preparing
for a biological incident: the readiness of the responders
and receivers, the role of the private sector, and the need for
effective and informed leadership.
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I. BIOTHREATS — PAST, PRESENT & FUTURE

Biological warfare has existed for centuries and can be found in the
deliberate contamination of water and food supplies, the use of plagued
bodies (both human and animal) to spread disease, and more recently
the sophisticated use of specific pathogens. The exact number of
casualties from many biological attacks, though, remains uncertain
because the attacks themselves often coincide with natural outbreaks and
spread of disease; and/or the evidence is lacking that a deliberate attack
actually occurred.

One of the deadliest naturally occurring biological events in world
history was the 1918 Spanish flu virus, which had a global death toll
estimated at up to 100 million people. The Centers for Disease Control
and Prevention (CDC) estimate that as many as 575,400 people may
have died as a result of the 2009 HINI swine flu.> When the severe
acute respiratory syndrome (SARS) began in 2003, more than 8,000
people were infected in more than 30 countries — leading to the deaths
of nearly 800.°

“The Poor Man’s Atomic Bomb”

Deliberate biological attacks have not proven to be as successful at
mass killings as the examples of naturally occurring events mentioned
above, but the threat is real and the potential death toll is significant.
Described in 1988 by the speaker of the Iranian parliament, Hashemi
Rafsanjani, as “the poor man’s atomic bomb,” chemical and biological
weapons are easier to fabricate and the materials are more readily
available than their nuclear counterparts.*

Although the 1993 anthrax attack in Tokyo by the Japanese Aum
Shinrikyo terrorist organization resulted in no deaths, the 2001 anthrax
letters mailed in the United States shortly after the 9/11 attacks raised great
concern. Although only five people died from inhaling anthrax during that
incident, the federal government spent billions of dollars to address and
combat similar attacks that potentially could be planned in the future.

Sociological, Psychological & Financial Impacts

When a team of virologists in Germany and France successfully
constructed the Ebola virus in 2001, it became apparent that preventing
the use and misuse of dangerous pathogens would take more than
simply securing stockpiles of viruses such as smallpox.® In addition to



the infections caused by biological incidents, there is also a concern
for the sociological, psychological, and financial well-being of the
affected communities.

In early 2013, two new threats were detected — one seemingly
natural in occurrence and the other deliberately distributed. First, a new
strain of the H7N9 bird flu was found to have infected its first human
host in China. As of 29 April 2013, the CDC reported 126 cases and
24 deaths — a significant percentage of fatalities compared to other
influenza outbreaks — as a direct result of the H7N9 outbreak in
Shanghai, China.” Since that date, more cases have been reported. To
help prevent the spread of disease, poultry markets were temporarily
closed and citizens used personal safety prevention methods such as
wearing surgical masks to avoid contamination.

Soon after the discovery of the new strain of H7N9, in an unrelated
incident, letters laced with ricin — a poison that is found in low quantities
in castor beans — were mailed to President Barack Obama, Mississippi
Senator Roger Wicker, and a Mississippi judicial official. In another
case, more ricin letters were intercepted at a Spokane, Washington post
office in May. All of the letters were detected before reaching their
final destination through routine postal screening procedures that were
implemented following the 2001 anthrax letters. No one was injured in
those attacks.

The Science Behind the Threat

During the 22 April briefing, Keith H. Wells, senior consultant and
head of the New England Office of Biologics Consulting Group, Inc.,
discussed scientific research and pointed out two of the many lessons
learned from the U.S. Offensive Biological Weapons Program (1943-
1969), in particular Project 112 (1961-1969): (a) all agents are not created
equal; and (b) particles are the key. During the timeframe of Project 112,
scientists researched, stockpiled, and/or weaponized a variety of biological
agents, including: Francisella tularensis (tularemia), Staphylococcal
enterotoxin B, Bacillus anthracis (anthrax), Brucella sp. (brucellosis),
Coxiella burnetii (Q fever), the Venezuelan equine encephalitis
virus (VEE), and Clostridium botulinum toxin (botulism).

That research showed how biological weapons could be used as
a viable alternative to chemical, or even nuclear, weapons because of
the ability to transform naturally occurring disease agents into non-
naturally occurring weapons. The program placed great emphasis on



the properties of particles, namely the route, state, and size. By altering
the natural route of a toxin (e.g., from contact to inhalation), researchers
were able to produce a non-natural disease. By altering the state of the
material (e.g., from wet to dry), researchers were able to create a much
more effective disease.

By choosing an optimal size of the particles, reseachers were able to
target a specific region of the airway (e.g., a particle that is 2-5 microns
would target the bronchia and alveoli) and significantly increase both
the infectivity and lethality of an attack. Wells pointed out that the smaller
size also can affect incubation by compressing “normal” incubation
periods for infectious agents from four days to only 24 hours and for
toxins from up to 18 hours to as little as 1 hour depending on the dose.
To produce a lethal result, however, the required dose decreases as the
size of the particles decrease.

Technological Advances — Bigger, Better Weapons

Wells concluded by discussing the effect of quantity, combinations,
and advances since 1969. During an intentional attack, the particles
are distributed in doses that are much greater in quantity than the dose
from a naturally occurring event (1000s, 100,000s, or millions of
organisms vs. 10s). Such overwhelming doses then can further compress
incubation periods and prevent the effectiveness of antibiotics and
vaccines. Toward the end of Project 112 program, toxins and infectious
agents were combined in ways that would never be found in nature,
thus taking it, as Wells stated, “completely out of the realm of natural
disease and planting it squarely in the realm of biological weapons.”

Since 1969, revolutions in biotechnology, bioprocessing,
and biopharmaceuticals have driven advances in innovations and
understanding of bacterial physiology, bacterial virulence factors,
fermentation, purification, aerosol formulation, aerosol delivery, and
stabilization. Perhaps the most surprising change, though, that Wells
discussed is the fact that, “Technical advances that earned Nobel Prizes
20 years ago are now routinely performed by high school and middle
school students.”

Survey Results

A terrorist threat using biological weapons obviously is not
new, especially at the federal level, but the threat perceived by the
U.S. population does not seem to reflect that fact. When asked about



the likelihood of a biological attack on U.S. soil within the next five
years, less than 13 percent of the respondents from the general public
reported that such an attack is very likely or almost certain, compared
to 26 percent of their emergency preparer, responder, and receiver
counterparts. Likewise, more than 54 percent of the public perceives
the threat to be not at all likely or only somewhat unlikely, compared
to only 33 percent of DomPrep readers who responded (Figure 1).

The perceived threat of attack among DomPrep respondents is
greater than that of the general public for all modes — biological,
chemical, conventional bombing, or cyber/computer — with one key
exception being nuclear (Table 1). Further research and discussion is
needed to determine the reason for such discrepancy, which could be
attributed to the quantity and quality of information sharing, the level
of situational awareness, and general preparedness efforts at the local,
state, and federal levels.



Figure 1:

How likely do you believe a biological attack that causes casualties or
disruptions in government or civil activities is to occur on U.S. soil in the next
five years?
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Table 1:

In the next five years, how likely do you believe the following attacks on
U.S. soil are to occur?
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DomPrep Readers 20.7% 48.6% 22.3% 7.5% 0.9%

Nuclear Attack
General Population 28.2% 38.5% 25.0% 7.4% 0.9%

DomPrep Readers 4.0% 27.7% 41.6% 23.5% 3.3%

Chemical Attack
General Population 13.8% 39.7% 35.0% 10.1% 1.4%

Conventional DomPrep Readers 6.3% 16.6% 23.8% 33.7% 19.6%
Bombing General Population 233% | 259% | 291% | 18.0% 3.7%
Cyber or DomPrep Readers 0.0% 2.3% 6.8% 31.2% 59.8%
ComputerAttack | ¢ eral Population 30% | 100% | 208% | 36.9% | 29.4%




II. LEGISLATION & MITIGATION EFFORTS

Unlike chemical and nuclear threats, biological agents are a
legitimate health concern that cannot be precisely quantified and
measured. There are numerous presidential directives, national
strategies and executive orders, and cabinet-level strategies specifically
addressing the biological threat, but also many uncertainties.®

Although the 1972 Biological Weapons Convention’ prohibited
the development, production, and stockpiling of biological and toxin
weapons, many nations have been able to continue expanding their
biological weapons programs because they are not required to declare:
(a) every biological agent or toxin that is used in nonprohibited
activities; and (b) every laboratory that is engaged in research and
development of substances that possibly could be used as biological
warfare agents. Two ways to help mitigate the current threat are by using
effective environmental surveillance and working closely with public
health laboratories.

Environmental Surveillance

Peter Emanuel, bioscience division chief at the U.S. Army’s
Edgewood Chemical Biological Center (ECBC),'° pointed out that all-
hazards environmental surveillance, public health management, and
data-fused situational awareness are key components of biosurveillance.
He defined a “multi-tiered, complementary, layered defense strategy” as
“many devices working in concert as a system of systems to provide an
informed, data-fusion operating picture” — not simply “point detectors
that sit in a field and collect air.”

Over the past 10 years, many key documents have been published
that have led to advances in biosurveillance as it pertains to systems,
humans, and animals. Emanuel directed special attention to one
particular report published in 2009 by the CDC’s National
Biosurveillance Advisory Subcommittee.!! That federal advisory
committee made two recommendations concerning investments in
technology: (a) “electronic health records and electronic laboratory
data should be leveraged to improve how they serve biosurveillance
and public health missions™; and (b) “strategic investments in new
technologies (e.g., genomics, supply chain management, visualizations,
display dashboards) to strengthen U.S. biosurveillance capabilities.”
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Public Health Laboratories

The term “public health” in general refers to community health,
prevention of disease, and promotion of health, whereas in the laboratory
setting it refers more to disease detection. “Healthcare is important and
vital to us some of the time, but public health is critical to all of us, all of the

time,”

said Maureen Sullivan, supervisor of the Emergency Preparedness

and Response Laboratory Unit at the Minnesota Department of Health
Public Health Laboratory.

Under the National Public Health Performance Standards Program
(NPHPSP)"? of the CDC, there are 10 essential public health services:!

L.

2
3
4
5.
6.
7
8
9.
1

Monitor health status;

Diagnose and investigate health problems and hazards;
Inform, educate, and empower the people;

Mobilize community partnerships and action;

Develop policies and plans that support health efforts;
Enforce laws and regulations;

Link people to needed personal health services;

Assure a competent healthcare workforce;

Evaluate personal and population-based health services; and

0. Research insights and solutions to health problems.

However, there are 11 essential services of public health laboratories,
which focus not just on the person and the disease, but also the community
and population as a whole:'*

mEEYXNNn kN -

— O

Disease prevention, control, and surveillance;
Integrated data management;

Reference and specialized testing;
Environmental health and protection;

Food safety;

Laboratory improvement and regulation;
Policy development;

Emergency response;

Public health-related research;

. Training and education; and

Partnerships and communication.

Laboratories, which have the resources and ability to respond to
both natural and manmade events, collect surveillance data from human,
animal, and environmental samples. Even small rural laboratories can
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be very effective — responding possibly even more rapidly than larger
laboratories — in detecting potential threats, but success depends on
laboratory networks, partnerships, and communication.

The Laboratory Response Network — established by the CDC, the
Federal Bureau of Investigation, and the Association of Public Health
Laboratories — offers both chemical and biological capabilities. To
address biosafety and biosecurity concerns, federal regulations that
all public health laboratories must follow require that: (a) facilities
collecting, analyzing, and/or storing biological agents are very secure;
and (b) comprehensive documentation is kept to identify the location
of the organisms and the persons who have access to them. Laboratory
capabilities are just one of the tools in the toolbox. In addition to
the integrated Public Health Laboratory Systems and partner
relationships/collaborations, other detection capabilities such as
Biowatch are also needed.

Survey Results

Despite legislative efforts, environmental surveillance, and public
health laboratory detection, the threat of a biological attack within the
United States remains. If efforts to prevent or mitigate an attack fail, then
the nation must be prepared to rapidly respond. However, when asked if
the nation is prepared to deal with the consequences of such attacks on
a major U.S. population center, respondents overwhelmingly agreed
that the United States is “poorly prepared” (Figure 2).

If respondents are correct and a biological incident would overwhelm
a city, then mitigation efforts are that much more important. Even
nontraditional partners (e.g., the Association of Emergency Room
Physicians, National Pharmaceutical Association, dentists, faith-based
organizations, private citizens, and veterinarians) are building greater
disaster networking capabilities.

12



Figure 2:
How prepared is the United States to deal with the consequences of a biological
attack on a major U.S. population center?
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ITII. SURVEILLANCE TECHNOLOGY

Better technology means better data. Peter Emanuel of the U.S.
Army’s Edgewood Chemical and Biological Center described a
detector as, “a piece of machinery that provides data and then feeds
into a common operating picture.”’® Currently, the U.S. Army and
U.S. Department of Defense are developing the JUPITR (Joint
USFK Portal Integrated Threat Recognition) Advanced Technology
Demonstration, which will support the U.S. forces in Korea
(USFK). The four key components of JUPITR are: data fusion,
fielding environment sensors, early warning, and laboratory response.

The U.S. Department of Agriculture’s National Animal Health
Surveillance System gathers and analyzes animal health data from
a network of partners to rapidly detect new or emerging threats.
Biowatch is another federal program in the United States that was
launched in 2003 to detect airborne pathogens. Maureen Sullivan of
the Minnesota Department of Health Public Health Laboratories
described Biowatch as a collaborative tool that stretches across
disciplines. Steven Bucci, director of the Allison Center for Foreign
Policy Studies at the Heritage Foundation stated that, although
“Biowatch is not a perfect system, it’s the best we have right now.”

Interoperability & Collaboration

Respondents reported that the threat of a cyber attack is much
greater than a biological attack (Table 1), but the consequences of
a simultaneous attack could reach a whole new level. Most modern
hospital and emergency response systems are electronic and some
are dependent on seamless electronic communication. An acute event
raises long-term questions about funding for flexibility and
interoperability: security and resilience of medical records; better
collaborative communication between emergency medical services,
hospitals, fire, public officials, etc.; and more chemical, biological,
radiological, and nuclear training for emergency room doctors and
other medical and nonmedical responders and receivers.

First responders must be informed about what to do with suspicious
powders and other potentially dangerous agents. Building relationships
with and sending samples to public health laboratories as soon as
possible will provide better diagnostics and improve mitigation
efforts. Ongoing relationships with public health laboratories and other

14



jurisdictions and agencies also will help identify investments that may
be unnecessarily duplicated.

The effectiveness of detection efforts suffers when jurisdictions do
not share information and technologies to determine deliberate versus
natural occurrences. It is critical to overcome interagency differences
and properly prepare cities and their residents.

Detection: Finding the Perfect Tool

There is no perfect device, technology, or tool when preparing
for a biological event. Rather than relying heavily on one single
tool, jurisdictions must take a multifaceted approach. The quantity
and placement of data sources also must be taken into consideration.
Because technology may perform differently under different conditions,
it is important to thoroughly test equipment and train users for
various potential scenarios and locales.

Even without developing new technology, jurisdictions still can
take a step toward better technology by simply closing the gap between
what they currently possess and how they are using it. Implementing
the detection methods that currently exist puts the nation at less risk
than it faces while waiting for a perfect system. “If there is a threat
and it’s the only tool, it still needs to be deployed and the real world
will be the laboratory,” said Bucci.

It is also important to consider that the needs of various stakeholders
may not significantly differ from one another. A cohesive strategy
for using and analyzing data, investing dollars, and reinforcing risk
mitigation offers stakeholders a more sustainable, affordable, and
interoperable system now. As Emanuel stated, “The reality is that the
pieces are there, but they are not being put together well.”

Survey Results

Ideally, every jurisdiction would have the perfect tool in the
right location to detect a biological incident before anyone gets
injured or killed. Unfortunately, no perfect system exists — now or in
the near future — but the current system could be made much better
by evaluating and combining resources that are already in the toolbox.

Based on the discussions at the briefing, it is no surprise that
more than 70 percent of the respondents from the general population
do not know whether the United States has a national-level biothreat
detection system in place to detect when and where a biological

15



attack has occurred. When systems exist but are not being deployed
or are not being used efficiently, the end result suffers. If the U.S.
Postal Service had waited for a perfect system, the recent ricin
attacks would most certainly have had a different outcome. Even
technology that is less than perfect is still better than no technology
at all.

Figure 3:
Does the United States have a national-level biothreat detection system in place
to detect when and where a biological attack has occurred?

No: 10.1%

No: 28.7%

DomPrep Readers General Population
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IV. COSTS

Determining the real cost of biosurveillance is difficult because the
biothreat is an unquantifiable risk. Without a specific dollar amount,
it can be a challenge to get the governmental backing required to
move biosurveillance programs and technology forward. When the
bombings at the Boston Marathon effectively shut down the city, it cost
upwards of $1 billion in lost revenue for a single day.'® Although
significant, it pales in comparison to the estimated cost of $1.5 trillion
for a small anthrax attack at the same location.

Overwhelming a Major Metropolitan Area

Nathaniel Hupert, Associate Professor of Public Health and of
Medicine as well as Associate Attending Physician at Weill Cornell
Medical College, and his colleagues have contemplated what would
happen if an anthrax attack were to occur in New York City. Because
there has not been much research published about the health impact
of such attacks in a modern urban setting, they have been using
quantitative models to break down the costs:

» The event itself — the length of time to exhibit symptoms and
report to a medical facility;

» The preparedness cost — the reasons for investing in biodefense,
the risks, and the daily operating costs; and

o The human cost — the potential for loss of life and ongoing
medical care for survivors.

Even with extremely rapid detection and mass prophylaxis
distribution operations, Hupert and his colleagues have calculated
that up to 15 percent of people exposed in a large-scale anthrax attack
could become symptomatic — potentially resulting in a large hospital
surge. To counteract such consequences, in addition to other
preparedness efforts, hospitals must improve efficiencies and increase
surge capacity. He stated that, “in the ambulatory operating rooms
alone, if we just increase communication and integrate people’s
activities in a better way, we could probably save about an hour a
day per operating room of overtime or lost time. And that can
translate to millions of dollars just for [a single] hospital and hundreds
of millions of dollars across the country.”
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The good news, he pointed out, is the fact that a biological attack
is not like a conventional bomb being detonated. Patients will exhibit
symptoms over time, which means that hospitals and caregivers will
have a greater time span over which to treat and release those affected
by an attack. Primary care doctors also can play a critical role during a
large-scale event by treating patients who are in less critical conditions,
thus reducing the risk of an overwhelming surge on hospital resources.
This, of course, would raise concern by some doctors about their
practices’ liability and malpractice insurance. Addressing that concern
should be addressed within the preplanning process.

Business Model & Supply Chain Management

The bottom line is that specific costs and benefits are impossible to
conclusively determine for a biological incident. Cost-benefit analyses
for such events often delay jurisdictions in launching preparedness
initiatives and investing in biosecurity. A good business model is
to purchase from the bottom up, rather than the top down, to ensure
that the people using the tools are included in the acquisition process.
When taking into consideration the total lifecycle cost of those
tools, stakeholders also should engage new partners and find
nontraditional funding because traditional federal funding is declining.

Public health laboratories set a good example for other sectors by
funding operations proactively before an incident occurs, rather than
reactively in response to an actual threat. A proactive approach for
mitigating a biothreat would include routine surveillance plus good
technologies (even ones that are less than perfect).

Supply chain management is also a major consideration. Although
a three-day emergency supply is a common guideline to follow, many
agencies and organizations have much less than that on hand. At many
facilities, the three days of supplies are at various stages — some on hand,
some currently being used, and some in transit or in storage at another
location. Hupert understands that, “if you want a better supply chain,
you have to pay for it,” but he also acknowledged that it is unlikely that
most hospitals would willingly pay more without being convinced of
its importance.

One example that demonstrates a potential impact on most if not
all responders and receivers in North America is that much of the supply
of gear, masks, and raw materials that are critical during a biological
event are produced in China and elsewhere. If an epidemic were to occur
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that lasts a few months, it would be very difficult to keep supplies on
hand. In addition, if the epidemic affects other nations as well, the entire
supply chain could shut down. The vulnerabilities within the whole
system, therefore, are unknown.

In addition to protecting the supply chain, cost-effective/low-cost/
no-cost solutions must be explored (e.g., pro-bono federal services and
nonfederal funding). Working with other agencies and jurisdictions to
combine resources and purchase products using economies of scale can
potentially decrease spending by more than half. Communication and
collaboration are the key.

Survey Results

Determining the true overall cost of a biological incident involves
considering the many separate costs related to the event — the costs
incurred from patient zero to the ongoing long-term treatment of
patients exhibiting real and perceived symptoms. If one hour per day
equates to millions of dollars for a single operating room, the cost of
a long-term pandemic or biological event could easily overwhelm the
healthcare system.

Although the threat itself cannot be quantified, there is a general
consensus from the majority of respondents from both the DomPrep
readership and the general population that it is very important for the
United States to invest in modernizing its biological threat surveillance
and early warning system. Despite the high cost of investing in better
technology and improving the detection process, the cost of responding
to a biological attack would be much greater.
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Figure 4:
How important is it for the United States to invest in modernizing its biological
threat surveillance and early warning system?
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V. PRIORITIES

Readiness of Responders & Receivers

One briefing participant, Erik Gaull of the Metropolitan Police
Department in Washington, D.C., expressed a genuine concern
about the healthcare system’s willingness and ability to respond to a
biological event. Nathaniel Hupert of Weill Cornell Medical College
responded that he believes the dedicated workforce and the maturing
understanding of risk associated with specific diseases would
prevent most emergency responders and receivers from “fleeing from
the battle.” The key is to treat those people as critical infrastructure
and make every effort to protect them. To do that, some modeling needs
to be done and responders and receivers must be prepared to handle
unlikely events.

When hospitals operate on no margin, it can be a challenge to
find places to put patients. A large-scale biological incident has a time
component, which could aid with surge capacity because cases will
present over time rather than all at once. Things to consider are: regional
efforts; mass transport of people; protecting civilians; balancing heroism
and saving oneself; shift rotations to promote rest; and training for
terrorist events.

Private Sector’s Role

Interdependencies between the public and private sectors are
another priority for any natural or manmade event. Jeffrey Runge,
DomPrep40 Advisor and principal at The Chertoff Group LLC,
pointed out the dependence on private sector resources, but the lack of
planning and guidance provided by the public sector. Representatives
from the Department of Defense, for example, typically do not attend
private sector meetings and do not invite private organizations to
attend their planning sessions. However, if an avian flu or other
pandemic outbreak occurred, most people would rely on the Department
of Defense as their backup plan.

Situational awareness is another way that the public sector can
educate and work with private sector stakeholders. Elin Gursky,
Analytic Services Inc.’s Senior Advisor for the Office of the Assistant
Secretary for Preparedness and Response at the Department of
Health and Human Services, pointed out how untrained civilians
or undertrained responders in Boston rushed to the aid of bombing
victims. In such instances, they placed themselves at greater risk
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by following their natural inclinations. She suggested to the panel of
military and civilian representatives that the private sector could learn
much from military expertise. Major General Stephen Reeves, USA
(Ret.), offered one relevant example that, in Iraq and Afghanistan,
when the first bomb explodes, the next step is to wait to see if a second
bomb goes off.

Leadership

There is little or no resistance from the public or private sectors
to using every asset available to aid survivors in the aftermath of a
major disaster. Before the event occurs, however, the allocation and
investment of assets is not unified. Leadership must be able to break
down the barriers by sharing information and assets. The survey results
of the general public illustrate that many people do not understand the
implications of biothreats and/or do not perceive that bioweapons pose
a significant threat. As one participant pointed out, information about
the ricin letters was not on the front page, but should have been.

Leadership’s role should be to: identify the threat in an interactive,
multifaceted environment; determine how to mitigate the threat; provide
more data sources; find redundancies; and collaborate with public and
private sector partners. It is certainly easier to respond to disasters when
agencies know their partners, so it is important to keep both the public
and private sectors involved in every step of the process.
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KEY FINDINGS & ACTION PLAN

Since the early 1960s, biological weapons have proven to be easier
and less expensive to create than their chemical counterparts. As recent
events like the Boston bombings and the ricin letters have shown,
the United States must constantly maintain its guard for a variety of
potential threats. Although the damages from such events are often
mitigated through investments in technology, resources, surveillance,
training, and situational awareness, a lot of planning still must be done
in the area of biodefense.

There has not been a major intentional biothreat on U.S. soil in
recent history, which makes it more difficult for some agencies and
organizations to understand the need to invest more. When outlining the
risks, threats, and priorities, consider the following key points:

 The history of intentional biological attacks, as well as naturally
occurring pandemics;

» The sociological, psychological, and financial impacts of an
incident, including event, preparedness, and human costs;

* The ways in which a biological agent can be transferred,

* Advances in technology that make it easier to reproduce
deadly agents;

 Legislation and key documents that address the biothreat;

* The public health laboratory’s role in detecting and identifying
emerging threats;

* Current resources and capabilities, and potential new combinations;

* Compounded threats to the supply chain and electronic data;

» The private sector’s growing role in preparedness and response
efforts; and

 Leadership responsibilities to protect the health, life, and safety
of the nation’s population.

The U.S. vulnerability to biothreats may not be catastrophic, but
there is much room for improvement. Those improvements do not
necessarily need to be in the form of new technologies but, more
importantly, the current resources and technologies can be repurposed
to provide new solutions. The nation needs to prepare and take every
step possible to mitigate this real and potentially imminent threat.
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APPENDIX A
Examples of Biological Agents

Bacillus anthracis (anthrax)
http://www.bt.cdc.gov/agent/anthrax/

Brucella sp. (brucellosis)
http://www.bt.cdc.gov/agent/brucellosis/

Clostridium botulinum toxin (botulism)
http://www.bt.cdc.gov/agent/botulism/

Coxiella burnetii (Q fever)
http://www.cdc.gov/qfever/

Francisella tularensis (tularemia)
http://www.bt.cdc.gov/agent/tularemia/

Staphylococcal enterotoxin B
http://www.cdc.gov/ncidod/dbmd/diseaseinfo/staphylococcus_food g.htm

Venezuelan equine encephalitis virus (VEE)
http://www.cdc.gov/ncidod/dvbid/arbor/arbdet.htm
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APPENDIX B
Legislation

2012 (July) U.S. President’s National Strategy for Biosurveillance, http://www.
whitehouse.gov/sites/default/files/National Strategy for Biosurveillance

July 2012.pdf

2011 (October) U.S. Department of Health and Human Services’ BARDA
Strategic Plan 2011-2016, http://www.phe.gov/about/barda/Documents/barda-

strategic-plan.pdf

2011 (June) U.S. President’s National Strategy for Combating Terrorism,
http://www.whitehouse.gov/sites/default/files/counterterrorism_strategy.pdf

2011 (May) U.S. National Science and Technology Council Committee on
Homeland and National Security, Subcommittee on Standards’ A National
Strategy for CBRNE Standards: National Science and Technology Council
Committee on Homeland and National Security, http://www.whitehouse.gov/sites/
default/files/microsites/ostp/chns_cbrne_standards final 24 aug 11.pdf

2011 (March) Presidential Policy Directive 8: National Preparedness, http://
www.fas.org/irp/oftdocs/ppd/ppd-8.pdf

2010 (Feburary) U.S. Department of Health and Human Services’ National
Biosurveillance Strategy for Human Health, http://www.cdc.gov/osels/pdf/

NBSHH_v2.pdf

2009 (December) Executive Order 13527: Establishing Federal Capability
for the Timely Provision of Medical Countermeasures Following a Biological
Attack, http://www.whitehouse.gov/the-press-office/executive-order-medical-
countermeasures-following-a-biological-attack

2009 (December) U.S. Department of Health and Human Services’ National

Health Security Strategy, http://www.phe.gov/Preparedness/planning/authority/
nhss/strategy/Documents/nhss-final.pdf

2009 (November) Presidential Policy Directive 2: Implementation of the
National Strategy for Countering Biological Threats, http://www.fas.org/irp/
offdocs/ppd/ppd-2.pdf

2009 (November) U.S. President’s National Strategy for Countering Biological
Threats, http://www.whitehouse.gov/sites/default/files/National Strategy for
Countering_BioThreats.pdf

2009 (January) Executive Order 13486: Strengthening Laboratory Biosecurity in
the United States, http://www.gpo.gov/fdsys/pkg/FR-2009-01-14/pdf/E9-818.pdf
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2008 (September) U.S. Department of Defense’s Chemical Biological Defense
Program Strategic Plan, http://www.acq.osd.mil/cp/cbdreports/cbdp-strategic-

plan_9-30-08.pdf

2007 (October) Homeland Security Presidential Directive 21: Public Health and
Medical Preparedness, http://www.fas.org/irp/offdocs/nspd/hspd-21.htm

2007 (February) Homeland Security Presidential Directive 18: Medical
Countermeasures against Weapons of Mass Destruction, http://www.fas.org/irp/
offdocs/nspd/hspd-18.html

2006 (September) U.S. President’s National Strategy for Combating Terrorism,
http://www.cbsnews.com/htdocs/pdf/NSCT0906.pdf

2005 (March) U.S. Department of Defense’s National Defense Strategy
of the United States of America, http://www.defense.gov/news/mar2005/
d20050318nds1.pdf

2004 (June) National Security Presidential Directive 33: Biodefense for the 21st
Century, http://www.fas.org/irp/offdocs/nspd/biodef.html

2004 (April) Homeland Security Presidential Directive 10: Biodefense for the
21st Century, http://www.fas.org/irp/offdocs/nspd/hspd-10.html

2004 (January) Homeland Security Presidential Directive 9: Defense of United
States Agriculture and Food, http://www.fas.org/irp/offdocs/nspd/hspd-9.html

2003 (February) U.S. Central Intelligence Agency’s National Strategy for
Combating Terrorism, https://www.cia.gov/news-information/cia-the-war-on-
terrorism/Counter_Terrorism_Strategy.pdf

2003 (February) Homeland Security Presidential Directive 5: Management of
Domestic Incidents, http://www.fas.org/irp/offdocs/nspd/hspd-5.html

2002 (December) Homeland Security Presidential Directive 4/National
Security Presidential Directive 17: National Strategy to Combat Weapons of
Mass Destruction, http://www.fas.org/irp/offdocs/nspd/nspd-17.html

1995 (June) Presidential Decision Directive-39, http://www.fas.org/irp/offdocs/
pdd/pdd-39.pdf
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APPENDIX C
Additional Resources

Biowatch, http://www.dhs.gov/health-threats-resilience-division

CDC online biosecurity course, http://www.cdc.gov/od/ohs/biosecurity
training/index.html

Center for Arms Control and Non-Proliferation, http://www.armscontrolcenter.
org/issues/biochem

Federation of American Scientists’ Biosecurity and Biodefence Resource, http://
www.fas.org/programs/ssp/bio/resource/index.html

Federation of American Scientists’ Case Studies in Dual Use Biological
Research, http://www.fas.org/biosecurity/education/dualuse/index.html

Institute for Biosecurity at St. Louis University School of Public Health (Project
EQUIPP), http://biosecurity.slu.edu

National Animal Health Surveillance System, http://www.aphis.usda.gov/vs/
nahss/nahss.htm

National Select Agency Registry’s Guidance on the Applicability of the Select
Agent Regulations to Issues of Synthetic Genomics, http://www.selectagents.gov/
resources/Applicability%200f%20the%20Select%20A gents%20Regulations%20
t0%201Issues%200f%20Synthetic%20Genomics.pdf

National Institutes of Health’s online biosafety/biosecurity training module, http:/
apbtn.com/apbtn/index.html

Politics and The Life Sciences online biosecurity course,
http://politicsandthelifesciences.org/Biosecurity _course.html

Southeast Regional Center of Excellence for Emerging Infection and Biodefense’s
(SERCEB) online course on Dual Use Dilemma, http://www.serceb.org/dualuse.htm

The Laboratory Response Network, http://www.bt.cdc.gov/lrn/

U.S. Department of Health and Human Services’ Trans-Federal Task Force
on Optimizing Biosafety and Biocontainment Oversight, http://www.phe.gov/
Preparedness/legal/boards/biosafetytaskforce/Pages/default.aspx

University of Bradford, Bradford Disarmament Research Center, http:/www.
brad.ac.uk/acad/sbtwc/

University of Pittsburgh Medical Center — Center for Biosecurity, http://www.
upmchealthsecurity.org/
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Director, Biological Defense Policy

Dean Larson
Commissioner on the Indiana
Emergency Response Commission

Joseph McKeever

Vice President Counterterrorism
& Private Sector Programs,
CRA Inc.

Joseph Picciano

Deputy Director, New Jersey
Office of Homeland Security &
Preparedness

Stephen Reeves

Major General USA (Ret.), Former
Joint Program Executive Officer
Chem/Bio Defense, DoD

Jeff Runge
Former Chief Medical Officer,
Department of Homeland Security

Richard Schoeberl

Former FBI Executive &
National Counterterrorism Center
Official

Robert Stephan
Former Assistant Secretary
of Homeland Security for
Infrastructure Protection

Craig Vanderwagen
Former Assistant Secretary for
Preparedness & Response, HHS

Douglas Kinney

Crisis Planning & Management
Consultant, Diplomatic Security
for U.S. Department of State

Anthony Mangeri, Sr.
Manager, Strategic Relations, Fire
Services & Emergency Management,
American Public University

Vayl Oxford

Former Director, Department of
Homeland Security Domestic
Nuclear Detection Office (DNDO)

Chad Priest
Chief Executive Officer,
MESH Inc.

Glen Rudner

Former Northern Virginia
Regional Hazardous Materials
Officer

Paula Scalingi

Executive Director, Bay Area
Center for Regional Disaster
Resilience

Dennis Schrader

Former Deputy Administrator,
National Preparedness Directorate,
FEMA

Joseph Trindal

Former Director, National
Capital Region, Federal Protective
Service, ICE

Kelly Woods Vaughn
Managing Director, InfraGard
National Members Alliance
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APPENDIX E
Contributors

Alan J. Antenucci, Research Scientist
II, All Hazards Training Coordinator,
New York State Department of Health,
Wadsworth Center Biodefense &
Chemical Terrorism Laboratories

Ingred Antonio, Health Educator,
Baltimore County Department of
Health and Human Services

Bob Armstrong, Director, Emergency
Management & Fire Prevention, The
Ohio State University

W. Ross Ashley, 111, Executive Director,
National Fusion Center Association
(NFCA)

William H. Austin, Homeland Security
Coordinator, Capitol Region Council of
Governments (Connecticut)

Thomas Ball, Engineer, Utah Division
of Solid and Hazardous Waste

Marc Barbiere, Emergency
Management Coordinator, Fairfax
County Health Department

Rick Bays, Director, Response and
Recovery, Texas Department of State
Health Services

Jackie Benka, Public Health Nurse,
City of South Milwaukee, Wisconsin

John C. W. Bennett, President,
Maritime Protective Services, Inc.

Kathleen, Berlin, RN, PHN, University
of Minnesota Medical Reserve Corps
Coordinator, University of Minnesota
Academic Health Center

John, Bianco, MS, Division Chief,

Department of EMS City of Virginia
Beach
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Robert L. Bovey, Dr., Adjunct Staff,
Institute for Defense Analyses

Devin Bradberry, Management Analyst
11, Houston Department of Health and
Human Services

Michael Brandon, Lieutenant,
Kernersville Police Department

William J. Brandshagen, Coordinator,
Mental Health Court for The Judiciary
of Guam

Jerry Brashear, Managing Director,
The Brashear Group LLC

David Breeding, Director, Claiborne
County Government Office of
Emergency Management Homeland
Security

Sandy Brophy, RN, RS, CHSP, WCTrust
John Browning, MSG, Texas State Guard

Steven P. Bucci, Ph.D., Director, The
Allison Center for Foreign Policy
Studies, The Heritage Foundation

Ellen Burgess, Medical Reserve
Corps Coordinator, Virginia Beach
Department of Public Health

George A. Butts Jr., Fire Paramedic
Services Chief, Philadelphia Regional
EMS Director, Philadelphia Fire
Department, Pennsylvania Department
of Health

Alan Byrd, Area Coordinator, North
Carolina Emergency Management

Patrick M. Byrne, RN, BSN,
MEP, Office of Health Emergency
Preparedness New York State
Department of Health



Ronald D. Campbell, Emergency
Management Coordinator, University
of North Carolina — Chapel Hill,
Department of Public Safety

D. Mitchell Canton, Chief of Special
Operations, Georgia Fire Department

Todd Carnell, Section Chief,
Hillsborough County Fire Rescue

Stephen Carter, Academic Director,
University of Maryland University
College

Marjorie Clarkin, Former Senior
Investigation Analyst and Senior
Paralegal

Sue Clifton, Healthcare Community
Liaison, Southwest Georgia Public
Health District 8-2

Jack Collins, Response Operations,
U.S. Department of Health and Human
Services

Tom Collins, Global Security Manager,
Hewlett-Packard Company

William Commerford, Law
Enforcement Criminal Intelligence
Analyst (Ret.); Nuclear, Biological,
Chemical Technician (Ret. Military
Intelligence 23 Years), Counter
Terrorism Consultant (Ret.)

Allen Conklin, Senior Health Physicist,
Office of Radiation Protection,
Washington State Department of Health

Lynn Corliss, RN, PHN, Emergency
Preparedness Coordinator, Siskiyou
County Public Health

Gil Cosnett, Medical Preparedness
Program Director, Tetra Tech, Newark,
Delaware

Chad Cossey, Director of EM/Security,
TLO Medical Health Sector

Thomas Cotter, Sergeant, Chicago
Police Department

Michael Curtis, MS, Fire and Safety
Manager, North Lake Correctional
Facility

Candida D’Avanzo, Research
Specialist, U.S. Department of
Homeland Security, Center for
Domestic Preparedness

John T. Day, Firefighter/Paramedic/
Lieutenant

David DeCapria, Deputy Chief, Penn
State University Hazmat Response
Team

John Deitle, U.S. Department of
Homeland Security, GS-14

John R. Diaz, Battalion Chief (Ret.),
Miami-Dade Fire Rescue

Charles A. Doll, Colonel (Ret.),
Soldier/Educational Leadership

John E. Donohue II, PA-C, DHSc,
DFAAPA, Federal Government

Joe Donovan, Senior Vice President,
Beacon Capital

Jason Dotson, Regional Public Health
Preparedness Coordinator (Region
15N), Kentucky Department for Public
Health

Philip H. East, Battalion Fire Chief,
Norfolk Fire-Rescue Norfolk, Virginia

June Eberhardt, MSBC, CEM, PCP,
PDS, Emergency Management,
University of Massachusetts —
Dartmouth

Dane Egli, Ph.D., Johns Hopkins
University Applied Physics Lab,
National Security Analysis Department
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Peter Emanuel, Ph.D., BioScience
Division Chief, ECBC, U.S. Army’s
Edgewood Chemical and Biological
Center (ECBC)

Lance Evans, Emergency Management
Coordinator, Greenville Hospital
System University Medical Center

Sandy Evans, Medical Reserve Corps
Coordinator, Tulalip Tribes

Georgene Fabsits, EMS/Emergency
Preparedness Coordinator, Alexian
Brothers Medical Center, Elk Grove
Village, Illinois

Kimberly Facenda, Paramedic, DMAT
PA-4

Sherry Fagner, Preparedness
Coordinator, Pulaski County Health
Department

James Peter Farlow, Training and
Exercise Program Manager, U.S.
Department of Defense

Robert T. Fay Sr., Senior Vice President
& Chief Operating Officer, ISSI
Unexploded Ordnance, Inc.

Natalie Fell, Firefighter/EMT, South
Kitsap Fire Rescue

Timothy Flaig, Project Specialist,
Oklahoma City-County Health
Department

Robert M. Fowler, Lieutenant Colonel,
USA (Ret.), Health Program Manager,
Utah Department of Health

Kristina Freas, Director of Emergency
Preparedness, Catholic Healthcare
West

Helen Ann Fries, QI Officer, Glendale

Volunteer Ambulance Corp and the
Elmont Fire Department

34

Debra Fulmer, CEM, Program Analyst,
U.S. Department of Homeland Security

Stacey Gantt, Emergency Preparedness
Planner, ACBP Heart of Texas Regional
Advisory Council Waco, Texas

Asha M. George, DrPH, Analytic
Director, CENTRA Technologies, Inc.

David Gerstner, Dayton Metropolitan
Medical Response System Program
Manager, Dayton Fire Department

Gerald Gifford, EMHP, NREMT-I,
Strategic National Stockpile Planner,
Public Health District 3-4

David L. Glotzer, Dr., Clinical
Professor New York University,
College of Dentistry

Arnold L. Goldman, DVM, MPH,
RESF 11 Chairman, Capitol Region
Emergency Preparedness Committee,
Canton Animal Hospital LLC

Pete Gomez, Assistant Chief, City of
Miami Fire Rescue

Michael W. Gray, Plans Chief,
Virginia Department of Emergency
Management

Georganne Greene, RN, Curry
County, Oregon

James L. Greenstone, Ed.D., J.D., LPC,
LMFT, DABECI, FACFEIL DSPCP,
BCPC, FAPA, DAAETS, BCETS,
Principal Consultant, Forensic Behavioral
Sciences, Texas; Director, Behavioral
Health Services; and Deputy Constable,
Tarrant County Constable’s Office

Daniel Grimes, Lieutenant, Annapolis
Fire Department

Robert Guma, UCE (criminal
Intelligence: subject matter expert in
hazardous materials, licit and illicit
drugs), Undisclosed



Robert Y. Haley, Captain, Boston
EMS — Special Operations

Frederick D. Hansen, Dr., Associate
Professor, Oklahoma State University

Raymond W. Haring, Fire Chief (Ret.)
of Elmwood Township; and Fire Sales
Executive, Salamander Technologies, Inc.

Carl M. Harper, EHS Officer, Freeman
Health System

Robert Harter, HAZMAT Officer,
Department of Emergency Management
City & County of Honolulu Hawaii

Wendy Hastings, Director, LTS EMS
Council

Robert Heintzelman, Commander,
Calhoun County Hazmat Team

Donald R. Herb, Jr., Deputy Chief,
Haz-Mat Operations, Chester County
Emergency Services

Jack Herrmann, Senior Advisor, Public
Health Preparedness, The National
Association of County and City Health
Officials (NACCHO)

Toni L. Herron, RN, BSN, CHEP,
Emergency Management Coordinator,
St. Vincent Indianapolis Hospitals

John (Jack) M. Hickey, President, J.
M. Hickey and Associates Emergency
Management Consultants

Douglas Himberger, Senior Vice
President & Director, NORC at the
University of Chicago

Cathlene Hockert, Continuity of
Government Planning Director, State
of Minnesota

Jeffrey Hodges, Director, Nursing
Operations, Magee Womens Hospital
of UPMC

Jeffery Hogue, Major, 14th Combat
Support Hospital

Jamie Hollier, Director of Facility
Management, The Regional Medical
Center of Acadiana

Gary W. Howard, IMDT PST
President, Illinois Plumbing Inspectors
Association, Executive Board American
Society of Sanitary Engineering,
Certified State of Illinois Plumbing
Inspector for Cook County and Illinois
Department of Public Health

Fred Howland, Account Manager,
Nexis Preparedness Systems

Patrick J. Hoy, Emergency
Management Specialist, Billings Clinic
Billings, Montana

Nathaniel Hupert, MD, Associate
Professor of Public Health, Division of
Outcomes and Effectiveness Research,
Associate Professor of Medicine,
Associate Attending Physician, Weill
Cornell Medical College

Michael Jacoby, Presently CA/PSA
solving Domestic Preparedness Data
Scrubbing issues

Thomas R. Jenkins 11, Master Sergeant,
U.S. Air Force, Assistant Fire Chief

James Johnson, RN, C/O CVMC,
Emergency Department Paramedic
Liaison Nurse

Mac Kemp, Deputy Chief, Leon
County EMS

Raymond Kesler, ATFP Support,
Threat Mitigation Division Camber

Corporation

Matthew Kiederlen, Chief of Police,
University of Wisconsin — Whitewater

Cindy J. King, Disaster Manager,
American Red Cross
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Thomas King, Deputy, Office of
Emergency Management, Burlington
County, New Jersey

Joyce Kirk-Moyer, MEP, CEM,
Emergency Manager

Chris Klein, Environmental Health
& Safety Officer, Moore Norman
Technology Center

Matthew Kozey, J.D., Principal Research
Analyst in the Security, Energy, and
Environment (SEE) Department, NORC
at the University of Chicago

Edward Kramer, Ph.D., Regional
Planning Coordinator, Hartford
Hospital Hartford, Connecticut

Anne Kronenberg, Executive Director,
San Francisco Department of
Emergency Management

Damir Kulisic, MSc, Senior Lecturer,
Police College

Dean Lampman, Regional Surveillance
Coordinator, Tarrant County Public
Health

Col Randy Larsen, Founding Director,
WMD Center

Raymond J. Leblanc, CHEP,
Emergency Management Coordinator,
Exeter Hospital

Scott Legore, Battalion Chief, MWAA
John Lewton, Ph.D., Lucas County Ohio

Jennifer Logan-Porter, U.S. Coast
Guard Auxiliary Member, Flotilla 79

Nita Ludwig, Emergency Preparedness
Coordinator, Rock Island County
Health Department

Judy Mahan, RN, MS, Director, Allied

Health Feather River College, Quincy,
California

36

Jason Mahoney, Emergency
Preparedness Coordinator, St. Vincent
Healthcare

Melinda Malamoco, MPP, Program
Coordinator, Denver Metropolitan
Medical Response System

Anthony S. Mangeri, Sr., MPA, CPM,
CEM, Manager of Strategic Relations
for Fire Services and Emergency
Management, American Public
University System

William Maniaci, Retired Police Officer
and Career Military

Mark Marino, Director, Emergency
Management MediSys Health Network

Aaron Marks, MPA, MEP, Manager,
Preparedness Support Programs,
Dynamis, Inc.

Joe W. Martin, Trauma Program
Manager, Arkansas Department of
Health

J. Andre McClain, Deputy, Office of
Emergency Management Coordinator,
Pemberton Township, New Jersey

Kenneth M. McCreless, Director,
Security Center, U.S. Department of
Labor

Gayle McKeige, RN, CHEP-II, Mount
Desert Island Hospital

Naya McMillan, Consultant, The Lewin
Group

Joseph K. McNiff, Sergeant,
Commander, HMRU/CVEU Member,
Massachusetts BioWatch Response

Timothy F. Metzger, Hazardous
Materials Program Coordinator,
Township of West Windsor Department
of Public Safety Division of Fire and
Emergency Services



Marsha A. Meyer, RNBSN, CIC
CHRISTUS St. Vincent RMC, Santa Fe,
New Mexico

Howard E. Michaels, MD, Medical
Director, San Jose Fire Department

Etthan Miller, Director of Hospital
Emergency Preparedness, Lewis Gale
Hospital — Pulaski

Geoff Moody, Firefighter/Paramedic,
Anaheim Fire & Rescue

Robert Mueck, Captain, University of
Maryland Police, Emergency Manager

Peggy Murphy, Public Health
Administrator, Jo Daviess County
Health Department

Anthony Natale, Emergency Response,
Consolidated Edison of New York

Lawrence A. Nelson, Director/
Emergency Management Program —
ENMU Volunteer Firefighter/Melrose
New Mexico FD-EMS

Crystal Newsome, RS, Public Health
Preparedness Coordinator, Pike County
Health Department

John A. Nicolai, EMT-T Chief Director,
AdvancedFirearms.org

Kelly Nilsson, Agency Emergency
Management Coordinator, State Dept.
of Agriculture and Markets

Michael F. O’Connell, Division Chief,
Anne Arundel County Fire Department

Thomas F. O ’Connell, HazMat
Liaison, Department of Public Health,
Massachusetts Department of Fire
Services

Ronald J. Orso, Professor, MPA,

EMT Lecturer at Bergen Community
College, Division of Social Sciences &
Public Safety Captain (Ret.), Boro of
Fort Lee, New Jersey Police

Joe Partridge, Deputy Director,
Multnomah County Office of
Emergency Management

Gregory Paul Lanman, Public Health
Advisor, U.S. Centers for Disease
Control and Prevention

Ray Pena, Self-Employed Consultant,
Professional Emergency Manager

Mark S. Pickett, RN, Emergency
Preparedness Coordinator/Education
Instructor, Princeton Community
Hospital Association

Richard Picklesimer, Master Sergeant,
U.S. Air Force

William F. Pilkington, Public Health
Director, Public Health Authority of
Cabarrus County

David E. Price, SRO, CHMM,

Senior Consequence Analyst

for Special Projects, Chemical,
Biological, Radiological, Nuclear, and
Explosives Accident/Safety Analyses
Counterproliferation & Operational
Intelligence Support, Z Program
Global Security Directorate Lawrence
Livermore National Laboratory

John Prickett, RN, LRG Healthcare
Emergency Preparedness Coordinator

John Putt, President, Operational
Consulting Group

Stephen Reeves, Major General USA
(Ret.), Former Joint Program Executive
Officer for Chemical and Biological
Defense, Department of Defense
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Donald Renn, Preparedness
Coordinator, Bullitt County Health
Department

Mark Reuther, Vice President,
Proengin Inc.

Neal Richmond, CEO/Medical
Director, Louisville Metro EMS

Dale Robinson, Emergency
Management Coordinator, Erie County

Fernando Roman, Public Health
Response Coordinator, Wind River
Indian Reservation

Bil Rosen, BA, CEMSO, CTO,
NREMTP, Clinical Coordinator,
Capital Health EMS

Gregory D. Rosenberg, Member,
Tinley Park Emergency Management
Agency, CTO/RICIS, Inc.

L. Cheryl Runyon, Medical Reserve
Corps of Boulder County Unit
Coordinator, Boulder County Public
Health

Kelli Russell, MPH, Human Services
Planner III, Beaufort County Health
Department

Peter Salmon, Firefighter/EMR,
Edmonton International Airport

Peter V. Savage, Capital Trading
International Founder, President/
Security Consulting Firm

Kevin Schaller, MA, CBCI, Senior
Project Consultant, Virtual Corporation

Eliot Schmidt, Emergency and Program

Management Consultant, SRA
International

Mark J. Schmitt, Captain, Greensboro
Fire Department
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Richard A. Schneider, Department

of the Navy, Supervisory Security
Specialist Portsmouth Naval Shipyard,
Portsmouth, New Hampshire

Donald Schrader, Team Member,
DMORT VIII, and President, Schrader
Enterprises

Sigrid Caroline Schroder, Principal,
Sulgrave Strategies LLC, Washington,
DC Metropolitan Area

Laurence Sechter, MD, MPH, Nassau
County, New York Medical Reserve
Corps

Robert F. Sgro, Firefighter, Fire
Department City of New York
Hazardous Materials Co. 01

Marie Shadden, MPA, Water Utility
Security Consultant, American Water
Works Association

Warren Shepard, Captain, Kissimmee
Police Department

Richard Sherman, REHS, Program
Supervisor, Marion County Health
Department

Shay Simmons, Emergency
Preparedness Coordinator, McLean
County Health Department

Jeffery Simpkins, Senior Trainer/
Manager, JITEC

Len Singer, MD, Medical Director,
Boston University Healthcare
Emergency Management Masters
Program

Jay Skarda, Director of Safety, National
Jewish Health

Gerard Smith, Director, Business
Continuity Planning and Disaster
Recovery, CEB



William Smith, Senior Director,
Emergency Preparedness, UPMC

Larry Spencer, Captain, Henrico
County (Virginia) Division of Fire

Kelley Stalder, PE, LP, Division
Chief/EMS Emergency Management
Coordinator, Parker Fire Department

James Starlin, North Carolina 400
State Medical Assistance Team
Commander, Duke University and The
North Carolina State Medical Response
System

Jody Starr, Training Tech 11, MO Dept
of Health & Senior Services

Terry Storer, Deputy Director, Logan
County Emergency Management
Agency

Jeff Straub, Corporate Emergency
Manager, Spartanburg Regional
Emergency Center

Maureen Sullivan, Supervisor,
Emergency Preparedness and
Response Laboratory Unit, Minnesota
Department of Health Public Health
Laboratory (MN-PHL)

Elliot Torres, Instructor, Maritime and
Anti-Terrorism

Carole Totzkay, MS, CHES, Public
Health Preparedness Planner, State of
New Hampshire Department of Health
and Human Services

Lee Trevor, RN, Disaster Preparedness
Coordinator, TriStar Summit Medical
Center Hermitage, Tennessee

Wm. Turner 11, Assistant Fire Chief,
Loveland-Symmes Fire Department

Randy Vaughn, Corporal, Road Patrol
Supervisor, Jefferson County Sherift’s
Office (Missouri); and Bioterrorism/
WMD Regional Planner, Jefferson
County Health Department

Edward M. Vazquez, DL Logistician,
Anne Arundel County Police
Department and OEM/CERT

Raquel Vernola, Emergency Services
Manager, Office of Emergency
Management, City of Norwalk,
California

Tobias Vogt, Ph.D., Lieutenant Colonel,
U.S. Army

Ted Voss, Admin Facilities/HazMat
Technician, Tucson Medical Center

Mary Ellen Walker, MD, MPH,
Medical Director, Vashon Island MRC,
Vashon, Washington

Ric Walters, CHPP, Senior Security
Consultant, Witt O’Brien’s LLC

Keith Wells, Ph.D., Senior Consultant
and New England Office Head,
Biologics Consulting Group Inc.

Mike Wernicke, Senior Director,
Commercial Development &
Operations Emergent BioSolutions

Mark Wilkinson, RN, Emergency
Management Coordinator, Peterson
Regional Medical Center Kerrville,
Texas

Janine Wilson, Public Preparedness,
State of Idaho

Terry Wilson, RN-PHRC, Fremont
County Public Health

And others who asked to not have their names and affiliations disclosed.
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Table 2:

In what sector are you employed?

DomPrep Readers General Population
Fire Service 7.0% 0.2%
Law Enforcement 6.3% 1.1%
EMS 3.1% 0.4%
Emergency Management 10.4% 0.0%
Public Health 16.7% 3.5%
Hospital (including VA) 8.2% 5.2%
Federal Government 8.3% 1.4%
Military 3.3% 0.9%
State/Local Government 10.6% 5.1%
Non-Government Organizations 3.1% 2.8%
Privately Owned Company 7.5% 16.7%
Publicly Traded Company 3.3% 7.6%
Self-Employed 2.8% 9.7%
Not Employed 1.2% 13.7%
Academic Institution 5.4% 10.0%
Student 0.2% 6.2%
Other 2.6% 15.5%
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“No mission could be timelier. The simple reality is that the risks that
confront us today are evolving faster than our multilayered responses. Many
thousands of dedicated people across all agencies of our government are
working hard to protect this country, and their efforts have had a positive
impact. But the terrorists have been active, too — and in our judgment
America’s margin of safety is shrinking, not growing.”

“World at Risk: The Report of the Commission on the Prevention of WMD Proliferation
and Terrorism” (December 2008, http.//bit.ly/WorldAtRisk)
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